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List of Acronyms 

ATU: African Telecommunications Union 

IETF: Internet Engineering Task Force 

ICANN: Internet Corporation for Assigned Names and Numbers 

AFRINIC: African Network Information Centre 

INR: Internet Number Resources 

ISP: Internet Service Provider 

SLAAC: Stateless Address Autoconfiguration 

DHCPv6: Dynamic Host Configuration Protocol for IPv6 

NAT64: Network Address Translation from IPv6 to IPv4 

DNS64: DNS server for IPv6 networks that provides synthesized A records for IPv4-only hosts 

DS-Lite: Dual-Stack Lite 

RFC: Request for Comments 

IS-IS: Intermediate System to Intermediate System 

OSPFv3: Open Shortest Path First version 3 

BGP: Border Gateway Protocol 

ICT: Information and Communication Technology 

SIG: Special Interest Group 

IoT: Internet of Things 

5G: 5th Generation Wireless Systems



Executive Summary 

This report summarizes the five-day training and capacity-building program conducted as Phase 2 

which is part of “Promoting the Transitioning to IPv6 in Africa” consultancy project for the African 

Telecommunications Union (ATU). The workshop, held between November 24th-November 28th 

2025, successfully trained 52 experts from 26 ATU member states, aiming to bridge the critical 

knowledge gap hindering IPv6 adoption. The program employed a blended methodology, 

combining theoretical policy workshops for decision-makers with intensive, hands-on technical 

labs for engineers. Key topics included IPv6 policy development, government and ISP roadmaps, 

advanced routing protocols (IS-IS, OSPFv3, BGP), and practical transition mechanisms like 

NAT64/DNS64 and DS-Lite. All training materials, lab guides, and configuration cheat-sheets were 

made available through a dedicated GitHub repository and shared drive to foster continuous 

learning and serve as a long-term resource. The program concluded with participants 

demonstrating significantly enhanced technical skills and a deeper understanding of the strategic 

imperatives for IPv6 adoption, fulfilling the core objectives of the capacity-building phase and 

creating an additional and new cohort of IPv6 champions and advocates across the continent. 



1 Introduction 

1.1 Background and Project Context 

This training program constitutes Phase 2 of the broader ATU consultancy aimed at accelerating 

IPv6 adoption across Africa. The urgency of this initiative is underscored by two critical factors: the 

official exhaustion of AFRINIC’s IPv4 address pool in 2025 and the continent’s lagging IPv6 

adoption rate of a mere 5%, which is well below the global average of approximately 45%. This 

disparity presents a significant risk to Africa’s future digital growth, innovation, and global 

connectivity. This workshop was designed specifically to address the knowledge and skills gap 

among key policymakers, regulators and technical personnel, providing them with the necessary 

competencies to plan, deploy, and manage the transition to IPv6 within their respective countries 

and organizations. 

1.2 Training Program Objectives 

The primary objectives of the training program were to: 

 

 Equip policymakers, regulators, and business leaders with a strategic understanding of 

IPv6’s benefits, the risks of inaction, and the policy levers available to drive adoption. 

 Provide network engineers with advanced, hands-on technical skills for deploying, 

managing, and troubleshooting IPv6 networks and complex transition technologies. 



 Facilitate the development of actionable IPv6 adoption roadmaps tailored for both 

governments and Internet Service Providers (ISPs). 

 Foster a collaborative pan-African environment for sharing knowledge, challenges, and 

best practices among experts from across the continent. 

 Certify a cohort of experts in IPv6 planning and implementation, creating a pool of regional 

champions and advocates to lead and support adoption efforts locally. 

2 Training Program Overview 

2.1 Target Audience 

The workshop was attended by 52 experts from 26 ATU member states, comprising a diverse 

group of stakeholders critical to the IPv6 transition ecosystem: 

 

2.2 Training Dates and Duration 

The intensive training program was conducted over a period of five consecutive days during the 

November-December 2025 timeframe, as outlined in the project’s work plan. 



2.3 Training Methodology 

A blended and highly interactive learning approach was adopted to maximize engagement, 

knowledge retention, and practical application: 

 

  



3 Curriculum and Content Covered 

The five-day curriculum was meticulously structured to cater to both policy and technical tracks, 

with a progressive learning path from foundational knowledge to advanced implementation. 

3.1 Day I: Foundational Concepts and Policy 

 Policy: The roles of IETF, ICANN, and AFRINIC; the implications of IPv4 Exhaustion; and an 

overview of the INR Policy Development Process. 

 Technical: IPv6 Address Types and Principles of IPv6 Addressing Planning. 

 Hands-On Lab: Introduction to IPv6 Addressing Tools and basic network configuration. 

3.2 Day II: IPv6 in Government and Core Principles 

 Policy: IPv6 in Public Administration, the strategic importance of a National IPv6 Council, 

and engaging with hardware vendors on IPv6 readiness. 

 Technical: IPv6 in modern Operating Systems (PC & Smart Devices). 

 Hands-On Lab: Implementing IPv6 Transition Strategies, with a focus on SLAAC, DHCPv6, 

and IPv6 Mostly (RFC8925). 

3.3 Day III: Business Case and Transition Labs 

 Policy: Building the business case for IPv6 adoption, targeted at business leaders and 

financial decision-makers. 

 Hands-On Lab: A deep dive into transition mechanisms, including setting up IPv6 Test 

Beds, lab environments, and implementing NAT64 (RFC6146), DNS64 (RFC6147), and DS-

Lite (RFC6333). 

3.4 Day IV: Advanced Routing and Security 

 Policy: Formulating and discussing IPv6 Transition Policy Suggestions for governments 

and regulators. 

 Hands-On Lab: This day was heavily focused on advanced technical skills, covering 

Protocol Hardening for IPv6 security and the configuration of advanced routing protocols 

(IS-IS, OSPFv3, and BGPv4) in a dual-stack environment. 



3.5 Day V: Open Sessions and Strategic Discussions 

 Policy: Open Policy Lightening Talks, providing a platform for participants to present and 

discuss policy challenges and solutions from their home countries. 

 Technical: Open Technical Lightening Talks, allowing engineers to share IPv6 technical 

strategies and implementation experiences. 

4 Hands-On Laboratory Environment and Resources 

A key success factor for the workshop was the robust, accessible, and realistic hands-on lab 

environment that allowed participants to immediately apply theoretical knowledge. 

4.1 Virtual Lab Infrastructure 

A comprehensive virtual lab environment was established, enabling each group to work on a 

dedicated set of virtual network devices. This setup allowed for the simulation of complex 

topologies, including core telecom backbones and enterprise networks, without the need for 

physical hardware. The environment gave participants practical experience with industry-relevant 

platforms like VyOS, MikroTik RouterOS, and Ubuntu Linux. 

4.2 Centralized GitHub Repository 

A GitHub repository was created to serve as a single, persistent source of truth for all technical 

documentation and resources. This repository was a cornerstone of the training methodology and 

included: 

 Networking-Principles.md: A comprehensive guide covering networking theory from 
beginner to expert levels. 

 Virtual-Lab-Setup-Guide.md: Step-by-step instructions for setting up and accessing the lab 
environment. 

 Configuration-Cheatsheet.md: A collection of practical configuration commands for VyOS and 
MikroTik, designed to save time and reduce common errors. 

 IPv6-Workshop-Guide.md: A dedicated guide containing instructions for all IPv6 
implementation exercises. 

 Test-Lab-Addresses.md: Pre-defined IPv4 and IPv6 address plans for all lab exercises, ensuring 
consistency and adherence to best practices. 

4.3 Key Lab Exercises and Projects 

Participants successfully completed several complex hands-on projects that mirrored real-world 

deployment scenarios: 



IS-IS Routing Configuration: As detailed in the “ISISLab” training module, participants configured 

a dual-stack network from scratch using the IS-IS routing protocol. This involved setting up multi-

topology for IPv4/IPv6, configuring wide metrics, enabling authentication, and announcing 

prefixes correctly. 

Stateful NAT64/DNS64 Deployment: A major capstone project involved building a complete 

NAT64/DNS64 solution to provide IPv4 internet access for an IPv6-only client network. This 

required configuring Jool on Ubuntu, BIND9 for DNS64, and complex static routing on VyOS and 

MikroTik routers. The project included a deep troubleshooting exercise where participants 

diagnosed and resolved 100% packet loss, as documented in the project’s case study. 

Transition Mechanism Implementation: Other labs provided hands-on experience with the 

practical setup and verification of DS-Lite and other tunneling strategies. 

5 Key Outcomes and Evaluation 

5.1 Achievement of Training Objectives 

The program successfully met all its stated objectives. Participants in the technical track departed 

with tangible, demonstrable skills in configuring and managing complex IPv6 networks. 

Participants in the policy track left with a clear understanding of the strategic actions needed to 

drive national adoption. The certification of over 50 experts creates a significant and immediate 

boost to the continent’s human resource capacity for IPv6. 

5.2 Participant Projects and Outputs 

The “hackathon” and project-based approach yielded practical, real-world outputs. The detailed 

report on the Stateful NAT64/DNS64 Deployment is a prime example, serving as a working 

template and a documented learning experience that participants can directly apply in their own 

networks. Other groups developed draft IPv6 addressing plans for national service providers and 

transition roadmaps for government agencies, demonstrating a clear application of the 

workshop’s content. 

5.3 Qualitative Participant Feedback 

End-of-course feedback was overwhelmingly positive (Appendix D). Participants consistently 

praised the blended approach, highlighting the value of the extensive hands-on labs in solidifying 

complex theoretical concepts. The GitHub repository was frequently cited as an invaluable and 



enduring resource that they would continue to use long after the workshop. The opportunity to 

network and collaborate with peers from different countries was also highlighted as a major 

benefit, fostering a sense of a unified African networking community. 

  



6 National IPv6 Transition Roadmap  

6.1 Phase I: Preparing for the IPv6 Transition 

This initial phase focuses on preparing the local ecosystem to adopt IPv6 by achieving the following 

objectives: 

 Training and Workforce Preparation: Establishing a specialized training partnership to 

prepare the local workforce with IPv6 knowledge. 

 Resource Allocation: Requesting additional IP address allocations for both IPv4 and IPv6 

from AFRINIC to support current and future needs. 

 Community Engagement: Ensuring adequate participation in local, regional, and global 

IPv6 workshops, conferences, and summit-related activities. 

 Testing and Validation: Establishing pilot tests for hardware and software before 

deployment in a natural production environment. 

6.2 Phase II: Implementation of Dual Stack Operation 

This phase focuses on the technical implementation of IPv6 alongside the existing IPv4 

infrastructure. 

 Strategy Approval: Analyse and approve the appropriate dual-stack strategy for each 

stakeholder before implementing the infrastructure. 

 Core Network Enablement: Enable dual-stack operation in the infrastructure networks of 

Internet Service Providers (ISPs), Internet Exchange Points (IXPs), and all other relevant 

stakeholders. 

 Service Preparation: Preparing essential network services like Dynamic Host 

Configuration Protocol (DHCP) Server, Domain Name Service (DNS), and Web servers to 

support Dual-Stack operation. 

 Commercial Rollout: Enable commercial IPv6 Internet service for customers. 

6.3 Phase III: Monitor and Make Changes to IPv6 Strategy 

This final phase involves continuous monitoring and adjustment to ensure the transition goals are 

met. 

 Monitoring: Monitor the dual-stack IPv6 implementation and make changes to policy, 

strategy, and timelines to achieve the national Internet penetration target. 

 Service and Application Support: Ensure that the targeted network services and 

applications are successfully supporting IPv6. 



 Target Achievement: Ensure that the targeted Internet penetration rate is achieved within 

the specified timeframe. 

 Strategic Adjustments: Make changes to the implementation strategy if the targets have 

not been achieved. 

6.4 High Level Implementation Guidelines for the Roadmap 

6.4.1 Core Policy Principles 

These principles form the foundation of the transition plan: 

 Mandate IPv6 Support: The policy should mandate that all new IT procurement and 

services are IPv6-capable and support operating in an IPv6-only environment. 

 Establish Milestones: Define clear, time-bound milestones for the transition. 

 Phase Out IPv4: State the strategic intent to eventually phase out the use of IPv4 for all 

systems. 

 Security Integration: Ensure that security plans, assessments, and monitoring processes 

address the use of IPv6 from the outset. 

6.4.2 Implementation Phases 

Phase Task 

Phase 1: Initiation 
and Planning 

Form an Integrated Task Force: Establish a team with members from 
acquisition, policy, and technical departments to govern the effort. 

Gather Requirements: Collect technical and business requirements across all 
technology pillars (networking, systems, applications, etc.). 

Develop an Addressing Plan: Plan addressing based on the total number of sites, 
reserving blocks for infrastructure, and using consistent subnet prefix sizes (e.g., 
a minimum of a /48 for each site). 

Acquire Resources: Obtain necessary IPv6 address blocks from a Regional 
Internet Registry (AFRINIC). 

Phase 2: Assessment 
and Design 

Assess Current Readiness: Perform an automated discovery to audit all current 
devices and software for IPv6 capability. 

Identify Gaps: Verify which hardware and software can be upgraded and plan for 
the replacement of non-compliant devices. 

Conduct Pilots: Identify opportunities for IPv6 pilots and complete at least one 
operational pilot of an IPv6-only system to gain experience and identify lessons 
learned. 

Design Architecture: Design the network architecture to support native IPv6 
operation, considering dual-stack (IPv4/IPv6) as a transition mechanism. 



Phase 3: 
Implementation and 
Deployment 

Implement in Phases: Deploy the solution in a phased manner to minimize 
disruption to existing operations. 

Upgrade Public Services: Prioritize the upgrade of public-facing servers and 
services (web, email, DNS, etc.) to use native IPv6. 

Enable Internal Systems: Gradually enable IPv6 on internal client applications, 
servers, and supporting enterprise networks. 

Leverage Vendor Support: Work with procurement authorities to ensure 
vendors provide products and services that can operate in an IPv6-only 
environment. 

Phase 4: Operations, 
Maintenance, and 
Security 
 

Monitor Compliance: Continuously monitor and manage compliance with 
organizational guidance and industry best practices. 

Address Security: Ensure all security services (firewalls, identity management, 
logging) are fully functional in an IPv6 environment. Block unmanaged IPv6 
traffic if necessary during the early stages to prevent security vulnerabilities. 

Provide Training: Offer capacity building and specialized training for network 
engineers and IT staff. 

Conduct Audits: Periodically perform conformance audits to measure the level of 
IPv6 implementation across the network. 

6.4.3 Governance Structure for the Roadmap 

 

  



7 Conclusion and Recommendations 

7.1 Summary of Training Success 

The training and capacity-building program was a resounding success. It has created a strong, 

knowledgeable, and certified cohort of over 50 IPv6-aware experts across Africa. By providing both 

high-level strategic guidance for policymakers and deep technical expertise for engineers, the 

workshop has laid a critical foundation for accelerating the continent’s long-overdue transition to 

IPv6, directly addressing the core goals of the ATU consultancy. 

7.2 Recommendations for Future Capacity Building 

To build on this momentum and ensure a lasting impact, the following actions are recommended: 

Establish a Community of Practice: Create a dedicated online forum or mailing list for the 

workshop alumni. This will enable them to continue sharing knowledge, asking for peer support, 

and collaborating on implementation challenges long after the training. 

Promote National Task Forces: Actively encourage and support participants to use the knowledge 

and materials from the workshop to establish or reinvigorate National IPv6 Task Forces in their 

respective countries, a key recommendation from the training content. 

Develop Advanced Workshops: Plan future, more specialized workshops on emerging topics such 

as advanced IPv6 security, network automation for dual-stack environments, and the role of IPv6 

in 5G and IoT deployments. 

Maintain and Expand the GitHub Repository: Continue to update the central repository with new 

guides, best practices, and configuration examples based on feedback and new developments, 

ensuring it remains a living, valuable resource for the entire African networking community. 



8 Appendices 

8.1 Appendix A: Detailed Training Timetable 

Day Time Slot Session Title Track / Type 

Day I 

09:00 - 10:30 The IETF, ICANN and AFRINIC Policy Workshop 
10:30 - 10:45 Morning TEA Break 
10:45 - 12:00 IPv4 Exhaustion and the Implications Policy Workshop 
12:00 - 13:00 IPv6 in Africa since 2010 Policy Workshop 
13:00 - 14:00 LUNCH BREAK Break 
14:00 - 15:30 IPv6 Address Types IPv6 Principles 
15:30 - 15:45 Evening TEA Break 
15:45 - 16:45 IPv6 Addressing Planning / IPv6 Addressing Tools IPv6 Principles / Hands-On Lab 

Day II 

08:30 - 10:30 IPv6 in Public Administration (Govt) Policy Workshop 
10:30 - 10:45 Morning TEA Break 
10:45 - 12:00 National IPv6 Council Policy Workshop 
12:00 - 13:00 IPv6 and the Vendors (Hardware) Policy Workshop 
13:00 - 14:00 LUNCH Break 
14:00 - 15:30 IPv6 in Operating Systems (PC & Smart Devices) IPv6 Principles 
15:30 - 15:45 Evening TEA Break 
15:45 - 16:45 IPv6 Transition Strategies SLAAC and DHCPv6 

Day 
III 

08:30 - 10:30 IPv6 for Business Leaders Policy Workshop 
10:30 - 10:45 Morning TEA Break 
10:45 - 12:00 IPv6 Test Beds IPv6 Transition Hands-On Lab 
12:00 - 13:00 IPv6 Labs Environment IPv6 Transition Hands-On Lab 
13:00 - 14:00 LUNCH Break 
14:00 - 15:30 IPv6 Transition Strategies NAT64 RFC6146 
15:30 - 15:45 Evening TEA Break 
15:45 - 16:45 IPv6 Transition Strategies DNS64 RFC6147 / DS-Lite RFC6333 

Day 
IV 

08:30 - 10:30 IPv6 Transition Policy Suggestion Policy Workshop 
10:30 - 10:45 Morning TEA Break 
10:45 - 12:00 Protocol Hardening IPv6 Security 
12:00 - 13:00 Routing Protocols ISIS, OSPFv3 & BGPv4 
13:00 - 14:00 LUNCH Break 
14:00 - 16:45 Routing Protocols ISIS, OSPFv3 & BGPv4 (Continued) 

Day V 

08:30 - 10:30 Open Policy Lightening Talks SIG Policy Session 
10:30 - 10:45 Morning TEA Break 
10:45 - 13:00 Open Technical Lightening Talks SIG IPv6 Technical Strategies 
13:00 - 14:00 LUNCH Break 

8.2 Appendix B: Link to Training Materials Repository 

All technical guides, lab manuals, configuration files, and presentations used during the workshop 

are permanently available at the following public GitHub repository and Google Drive: 

 Training Materials: https://github.com/Bengo-Hub/networking-cheatsheet.git 

 Lab Manuals: https://drive.google.com/drive/folders/1-1lZsx2JhJrnNHmwePhJumStlFjv8OA7  



8.3 Appendix C: Qualitative Feedback 

8.3.1 English Responses: 

Part 1: Participant Information (Optional) 

 

 

 

Part 2: Overall Workshop Evaluation 



 

 

 

 



 

 

Part 3: Policy, Strategy, and Business Sessions 

 

 



 

 

 

 

Part 4: Technical Hands-On Labs & Workshops 



 

 

 

 



 

 

 

 

Part 5: Trainers & Facilitation  



 

 

 

 



 

Part 6: Training Materials & Environment 

 

 

 



 

Part 7: Open-Ended Feedback 

 

 



 

  



8.3.2 Francophone Responses 

Partie 1: Informations sur les participants (facultative) 

 

 

 

Partie 2: Évaluation globale de l'atelier 



 

 

 



 

 

 

Partie 3: Séances sur les politiques, les stratégies et les affaires 



 

 

 



 

 

 



 

 

Partie 4: Ateliers et travaux pratiques techniques 

 



 

 

 



 

 

 



 

 

Partie 5: Formateurs et facilitation 

 



 

 

 



 

Partie 6: Matériel de formation et environnement 

 

 



 

 

Partie 7: Commentaires ouverts 

 



 

 



 

 



 

 


